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Type of Tampering

• Case open

• Broken seal

• External element affecting 

measurement precision

Applications

Tamper Detection Use Case and Applications



Tamper Detection Use Case and Applications

Appropriate use:

• Safety-critical need to 

shut off a portion of 

product

• Possibility that a device 

will be damage once 

tampered with

• Potential that user may 

alter device functionality

Applications



Using a Light Sensor for Tamper Detection

• Determine a change in illumination

• Design must have a known amount 

of light at the PCB

Advantages

• Simple design complexity

• Low power consumption

• Low cost solution
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Measurement Levels

• Sensor measurement level will effect 

the minimum light level and minimum 

change detectable 

• Low measurement level range will 

detect low amounts of optical power

– System can be alerted even with 

small amounts of light
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Power Consumption
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• Battery powered applications require low power

• Consider light sensors with very low power draw



Interrupts and Power

• Without interrupt function MCU needs to 

continuously read from sensors and compare to 

threshold

• Some light sensors allow comparison to be 

offloaded from MCU to the sensor 

• Allows MCU to sleep until light crosses threshold

– MCU power draw replaced with sensor lower power 

draw
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To find more light sensor technical 
resources and search products, visit TI
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https://www.ti.com/sensors/specialty-sensors/ambient-light-sensors/overview.html


Thanks for your time!
Please try the quiz.
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Quiz

1. Why might you want to use a light sensor with an interrupt feature for tamper 

detection? (select all that apply)

a) This feature allows the microprocessor to sleep and only wake up to take 

action when the light level crosses the threshold set, thus saving power

b) This feature adds to the sensitivity of a light sensor

c) This feature allows you to take advantage of a single digital signal that indicates 

whether the light is above or below the levels of interest

d) This feature will enable a faster response to a change in light level
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