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Zero Touch Secure Provisioning Kit for AWS IoT
(AT88CKECC-AWS-XSTK-B)

CryptoAuthentication™ Strong 
Protection for the Private Key 

ATECC508A or ATECC608A

Software
• TLS1.2 
• CryptoAuthLib library 
• Atmel Studio 7 

Wi-Fi® ATWINC1500  
2.4 GHz b/g/n

32-bit ARM® Microcontroller 
ATSAMG55 - Cortex® M4

Cloud Connectivity to 
AWS IoT Service

Integrated Debugger

User Experience
• Three digital inputs
• Three LED outputs
• OLED display output

Modular Solution
• Xplained form factor 
• Flexible hardware configuration

Included with Kit  
• USB cable

Recommended Accessories Not Included:
• mikroBUS™ Adapter (ATMBUSADAPTER) 
• MikroElektronika sensor shields
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A True End-to-End Cloud-Connected Security Solution Powered by AWS IoT

A company wants to
release a product.

The CA provides a trusted
intermediate certificate
authority to Microchip,

who is a trusted vendor.

Microchip creates production
signers for use on an

secured assembly line.

The company decides on a
root certificate authority (CA)
which could be themselves

or a third party.

When the final product is online for the first time, 
it communicates with the customer’s AWS 

account and AWS IoT automatically registers
the device certificate to that account using JITR.

On the assembly line, each
crypto chip has a certificate

etched into it using the
production signer certificates.

The production signer
certificates are added to the
customer’s AWS IoT account

via “Bring your own certificate”.

Those pre-configured and 
pre-provisioned chips are delivered

to the manufacturer building
the final product.
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